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ﬂ Cisco ASDM-IDM Launcher - InstallShield Wizard X

Welcome to the InstallShield Wizard for Cisco
ASDM-IDM Launcher

The Installshield(R) Wizard will install Cisco ASDM-IDM
Launcher v1,7(0) on your computer.

To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

|
Next= il |

<sak | Concd |

‘E Cisco ASDM-IDM Launcher - InstallShield Wizard

Destination Folder

Click Next to install to this folder, or dick Change to install to a different folder. I".

D Install Gisco ASDM-IDM Launcher to:
C:¥Program Files (x86)¥Cisco Systems¥ASDMY

Instalishield

‘E Cisco ASDM-IDM Launcher - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

—0

<Back | install ] |

Instalishield

Cancel |

0O Nextl 27)v7

@ Nextl E5Uvz

AVAN=IVEDTHIVEHEET
B ald [Change]l &7 wo LT,
BATAYT RUTADBA VA=)
FEDTHIV A EFIRLCLIEELN,

© nstall 2505



E AsDM oAz b—)L

12 Cisco ASDM-IDM Launcher - InstallShield Wizard x e [Finish] &V)v%

Installshield Wizard Completed

[Cisco ASDM Launcher] H 2 &
L%xd,

The InstallShield Wizard has successfully installed Cisco
ASDM-IDM Launcher. Click Finish to exit the wizard.

< Back

Cancel

LLER
ASDM OFIABICIE. ROBHE &S A1 E1—2BLOTZVTHHETT,

Microsoft Windows 7. 8

- Microsoft Internet Explorer
- Mozilla Firefox

- Google Chrome

- Java SE Plug-in 7.0 X k&

Apple OS X 10.4 B\ £

- Mozilla Firefox

- Apple Safari

- Google Chrome (64 i)
- Java SE Plug-in 7.0 L. E

Windows 8.1 B&U 10 THEWESHESREINTLETH RRUTIEFTR—ILTWERAL
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[Cisco ASDM Launcher]h5 ASDM =&EILE T,

@ Cisco ASDM-IDM Launcher v1.7(0)

- >
& Cisco ASDM-IDM Launcher Al
Device IP Address / Name: [192.168.1.1 .:J
Username:
Pasgword:

[ Reme 1 E ugername of the specified device on this computer

] Fun in Demo Mode

GClose
NiEdlE

Security Warning

Do you want to Continue?
The conrection to this website is untrusted

|

8 Website: hitps//192.168.1.1:443

Mote: The certificate iz not valid and cannot be uzed to werify the identity bf thiz website
More Information

Gontinue ‘ Cancel

Cannot connect to the ASA FirePOWER module. X

" S ) Cannot connectto the ASA FirePOWER module. Check that it is correctly configured and on the network.
' |t'< also possible that the management address is being translated by NAT.
Please verify the IP address/Hestname and port.

IP Address:

192168122 3
Poit:
443

~/ MEMO

(1 QR

[Username] & & U [Password]
IEASETIC. 7oL THHTLE
T tF AT EENRTINET,

(2 YR

o [Cancel] 9wy
ASDM HiEEEL 9,

©O7T. [ASA Firepower module] @ IP 7RL A& AT BEIICKOESNETH, T TlEFr>ILLT
FFLET, TD P PRLRIK [3-2 RE2—~7vT o4 —R%ERSN TS TRELET,
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. _ N ~
[ Cisco ASDM 7.6(1) for ASA - 192.168.1.1 o I:W|Zards] )( —a1— J]\— b\b
Fie View Tools |Wiards] Window Help
= W
@ one| o8 oS [Startup Wizard] Z2')v%
B VPN Wizards
4 High Availability and Scalability Wizard..
3 Unified Communication Wizard... [WER Statie
& ASDM Identity Certificate Wizard..
] Packet Capture Wizard... Tnterface IP Addr|
| y inside 192,164
L&l T Host ame: ciscoasa iy o
ASA Version 98(1) Device Uptime: 0d Th 37m 10s joutsice
ASDM Versior:  7.6(1) Device Type:  ASA 5506
Frenall Mode:  Routed Gontext Made: Single
Envionment Status 40K Total Flash 8192 MB
Select an interface to view in
IPsec 0 Glientless SSL VPH: 0 AnyGonnect Client: 0 Details Connections Per Secand U
2
Total Memory Ussge  Total GPU Usage Gore Usages  Details 4
Memery Ussge (ME)
o
0418
W UDP 0 TGP 0
3000
‘outside’ Interfare Traffic Us|
e | 2000 "mun
[ Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard ® e [MOdIfy eX|st|ng conflgura-
Startup Wizard Starting Point (Step 1of 11)

tion] &5\Jv%
© Next] 250wz

| Choose a starting point for the wizard

(O Reset configuration to factory defaults
/| Canfigure the IP address of the management interface

IP Address: | |

Subret Mask: [255.00.0 v

ek [ Mexts | Bnen | Gancel
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Startup Wizard Basic Gonfiguration (Step 2 of 11)

| Enter the host name and the domain name of the ASA. If your Internet Service Provider
(ISP) requires that sour host uses DHOP, you may need to use the device name
supplied by the ISP as the host name of the ASA

[E Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard X

AZA Host Name: |ciscoasa

Domain Mame: |

Privileged Mode (Enable} Passward

The privileged mode (enable) password is required to administer the ASA using
ASDM or the Command Line Intertace (GLD.

[ Ghanes privils=d mode (enable) password

Ol Passimord [ |

New Passmord: [ ]

Contirm Mew Password: | ]

< Back | Mext> | Einih | | Gancel

[ Cisco ASDM 7.6(1) for ASA - 192,168.1.1 - Startup Wizard x

Qutside Interface Configuration (Step 2 of 11}

Interface Ssttines | IPvE Interface Settines

Gonfigure the outside interface of the ASA. Gheck with your ISP to determine which
option to use

Inferface Praperties

Interface: GigabitEthernet1/1 Enable interface
Interface Name: outside | Seourity Level: 0 |

IP Address

[ 5 sz e fallowing T address b—r
IP Address: [ ] Subret Mask:
® lse DHCR

The ASA will abtain an IP address fom a DHCP server, Ensure that a DHGP
server is confieured on your corporate netwark or by your

Obtain default route using DHG)

O Lise PPPGE

The ASA will obtain its IP address from a PPPOE server if you do not specify an
IF address in next step. Ensure that a PFPoE server is configured by your ISP

< Back | Mext> | Einish | | Gancel

O Nextl £5)v%

WETISLC T [ASA Host Name]
HZBH KU [Domain Name] #
ASTTEET,

© &t WAN 54T va %
EiR

ASA @ WAN 54 7avel
T, A8 (outside) A>Z2—TxA
AEHRELET, BFE/IL—42D [T
fIT1 ASA ZERTHI5EE
RBYICIE DHCP Z=fEARALE 9, BE
FIL—32D TEHWIT] ASA &R
THHEEIE IV—2DERE. fcEA
I& PPPoE DEEAS | EMEE T,

0O Nextl £5)v%
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[ Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard x e [Next] 7&7')"/7

Startup Wizard Other Interface Gonfiguration (Step 4 of 11)

Configure the remaining interfaces of the ASA. To configure an interface, select it in A .
the list below and click Edit. AL EE

nterface Name  Ensbl. ST P agdress S REB (inside) 1 >A2—7xA AT
T T DA HE IFAED (outside) A2 —TTAX
CIFEBEZEHED P 7RLA%E|
VHETHRELSHIET, &R
NERDEBFED [192.168.1.x] DF
Bl HEBDEFEA [192.168.10.x
DEDICEWETET, BELZV
AVBZ—=TTAR (ZZTIE [inside])
HBHRLUC [Edit] 227y HUd.
P 7RLADEFEZRE CEEXT,

outzide

GigabitEthernet 1/4
bitEth 145
GiigabitEthernet 1/6
GigabitEthernet1/7
GigabitEthernet 1/8
Management 1/1

L] Enable traffic between two or more interfaces with the same security levels

[] Enable tratfic between two or more hosts cornefted to the same interface

< Back | Mext> | Einsh | | Gancel

[ Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard X e [Next] =)0y

Startup Wizard Static Routes (Step 5 of 11}

ety it i WMBISCTREZTA4v Y JL—h"&
Filter: ®E5H O TPvd only (O TPv6 only g&“f@?%ij‘o
Iterface 1P Address SRR Gatoay i MRS opeins ::d
i " it
Delets

o

<Back | Next> | Finish | [ Gancsl
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[ Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard x
Startup Wizard

DHGP Server (Step b of 11)

The ASA can act as a DHGP server and provide [P addresses to the hosts on wour
Tnside network. To confiews a DHOP server on an interface other than the inside
interface, g0 to Configuration > Devics Management > DHGP > DHGF Server in the
main ASDM window

Enable DHEF server on the inside inferfacs

DHCP Address Pool

Starting [P Address: 19216815 Endine IP Address: 192.168.1.254

DHCP Parameters:
DNS Server 1 DNS Server 2
WINS Server 1

Domain Name [ |

Leaze Leneth

Enabling auto-configuration causes the DHGP server to automatically configure DNS,
WING and domain name. The values in the fields above take precedence over the
auto-configursd values.

[ Enable auto-contieuration from interfacs

outsi..

< Back | Next> | Einish | | Gancel

— —

[ Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard X

Startup Wizard Address Translation (NAT/PAT) (Step 7 of 11)

Select Port Address Translation (PAT) to share a single external IP address for devices
on the inside interface. Select Metwork Address Translation (NAT) to share several
external IP addresses for devices on the inside interface. Select the first option, if no
address franslation is desired between the inside and outside interfaces

This NAT configuration applies to all the traffic from the inside interface
to the outside interface

| O No Address Translation

(@) Use the IP address on the outside interface

O Bpecify an [P address

IP Addess | |

O Uss Network Address Translation (NAT)

1P Audhess Range: | |

< Back | Mext> | Einsh | | Gancel |

(o JI -2

ASA | DHCP H—/\E L THEREL
T XY hNT—=IRRED T INA R
P 7RLA%BRLEY,

/' MEMO

Cisco Umbrella @ DNS # — &
A&EMAT 5355, [DNS Server
1] 1€ [208.67.222.2221 [DNS
Server 2] (T 1208.67.220.220
wEATILET,

@ [Use Port Address Transla-
tion (PAT)] =)y

[Use Port Address Translation
(PAT)] ZFEIRTBTET RV T—
THREBDT INA XEB—DHNER IP
T7RELAEHBLEY, [Use Net-
work Address Translation (NAT)]
EERIRTBHIET, RV T—TRER
DT INARXEEDNE P 7RLX
EHBELET,

@ ciick [Next] £7Uv4



[ Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard x
Startup Wizard

Administrative Access (Step 8 of 11)

Specify the addresses of all hosts or networks, which are allowed to access the ASA
uzing HTTPS/ASDM, SSH ar Telnet

Tope Interface  IP Address Prefix Length
[ 0 25 550

Enable HTTP server for HTTPS/ASDM accef

Disabling HTTF server will prevent HTTPS/; access to this ASA.

[ Enable ASDM history mefrics

< Back | Mext> | Einish | | Gancel

m Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard X

Startup W_inrd ASA FirePOWER Basic Confieuration (Step 9 of 11}

Th order to establish proper connestivity with the ASA FirePOWER servios blade, plesss
enter all necessary informatian.

Note: ASA FirePOWER-related configuration is intended for bootstrapping. Modifying an
existing ASA FirePOWER configuration may lead to undesired results.

[Select 1o Bypass ASA FirsPOWER Ganfiguration

Network Setting:
IP Address:  §192.168.1.2
Subnet Mask: 2552552860 o
Gateway: 192.168.1.1 4

<Back | Mext> | Einish | | Gancel

mEgey b Ty T

@ Next! 250wz

HTTPS/ASDM. SSH. &7cl& Tel-
net ZfEALTC ASA |CT7 7 ATE
B, TINARARPRYNT =0 DT R
AZERECELT,

@ ASA Firepower €Va1—)LD
IP 7FLRA%ZAH

fe& AU 1192.168.1.21 THAUL.
ASA DT 7 VDRSS IP 7R A
192.168.1.1) EHFTEET,

@ 7711k F—rIzAD P TR
LREAS

ASA OAEB IP 7RL AZEASLE
Y, e TIAIVEDRER IP
7RLRIE 1192.168.1.1) T,

@ [Next] =21)vyo
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[ Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard x
Startup Wizard futo Update Server (Step 10 of 11)

The ASA can be remotely managed from an Auto Update Server. This includes automatical|
updating the ASA configuration, ASA imaze, and ASDM imaze as needed,

[m}:

Server

Server URL:

I

Verify server's SSL certificate

User

Spasify the usarmame and password to login to the auto update ssrver

Password [ | Gonfirm Password:

Device Hentity
Spasify the device ID {a uniquely identify the ASA

Device ID [Mane

< Back I Hext > I FEinish Cancel

@ Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard X

Startup Wizard Startup Wizard Summary (Step 11 of 11)

“ou have completed the Startup Wizard. To send your changes to the ASA  click Finish.
If you want to modify any of the data, click Back.

o] Summar:
Host Name: ciscoasa
Domain Name:

Outgide interface:

outside (GigabitEthernet 1/1), Configured as DHCP Glient
Other named interfaces:

ingide (GigabitEthemnet 1/2), 192.158.1.1

Na static routes configured
DHGP Server is enabled on Inside interface. Pool : 19216815 - 1921681254
PAT iz configured on ingide interface.

Administrative access to the devics:
HTTPS/ASDM access for 192.168.1.0 through inside

ASA FirePOWER
1P Address: 19216812
Netmask: 2552552650
Gateway 19216811

17)

<Back [t | Finish | [ Gencel

D Nexts 25Uv%

ZISCCES v T T—h U—
NeRELET,

@ [Finish] &1)wv%

ARE—=R7v T O F—RDTTTY,
[Finish] Z21)w2 LT ASA (5
ENBZXELEYT, RELZEEL
feWigElE, [Back] #7woLT
RUET,
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