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© Filter by tags: All systems ~ + EIFH'E\ /ﬁjj—_?yxs ?Ellgis t
Red Hat Insights Fal)T14D Uxbéﬁ*ﬁ'

Recommendations

Dashboard
Recommendations = Systems
Advisor

Recommendations : o
Y Description v Filter by description  Q ~ : 1-70f7 ~ 1 of 1
Topics

. Status | Enabled 0‘ Clear filters
Vulnerability ———

Compliance Description Added Total risk Systems 1 e Ansible

Policies

> Database performance decreases when Transparent Huge 1year ago J Moderate 34 (V] H

Drift Pages is enabled

Subscription Watch

Patch v Network connections will hang when insufficient memory 7 months ago

25 V]
is allocated for the TCP packet fragmentation

Inventory
Remediations A Recommendation is disabled for 1system. View systems

Due to a known bug in kernel, network connections hang when insufficient memory is Total risk
Documentation allocated for the TCP packet fragmentation. This is a regression introduced by the fix for =

CVE-2019-11478. =) Important

The likelihood that this will be a problem is Important.
Knowledgebase article [£ The impact of the problem would be Important if it
occurred.
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Comparison

Baselines
Subscription Watch

Patch

Inventory

Remediations

Documentation

Comparison

Filter by fact

View: Different + Add systems or baselines ~

State ’ Different @

Fact |

os_release

v installed_packages
zlib
yum
xkeyboard-config
xfsprogs
which
vim-minimal
util-linux
unbound-libs

tzdata

State T

- - - - - - - - - B - -

T rhel8 STANDARD
W 18 Feb 2020, 23:38 UTC

81

1.211-10.el8.x86_64
4.2.7-7.el8_1.noarch
2.24-3.el8.noarch
5.0.0-1.el8.x86_64
2.21-10.el8.x86_64
8.0.1763-13.eI8.x86_64
2.321-17.el8.x86_64
17.3-8.el8.x86_64

2019¢-1.el8.noarch

= rhel8aws

¢ 27 Mar 2020, 20:55 UTC ‘D

8.0

1.211-10.e18.x86_64

4.0.9.2-5.el8.noarch

2.24-3.el8.noarch

419.0-2.¢18.x86_64

2.21-10.el8.x86_64

8.0.1763-10.e18.x86_64

2.321-8.el8.x86_64

1.7.3-8.e18.x86_64

2019a-1.el8.noarch

Drift
R—RSADERE
DATFLTOTFAILDEEER

1-20f2 »

= rhel8kvm
¥ 31 Mar 2020, 20:38 UTC "D

8.2

1.211-13.eI8.x86_64
4.2.17-3.el8.noarch
2.28-1.el8.noarch

5.0.0-2.¢l8.x86_64

2.21-12.el18.x86_64

8.0.1763-13.el8.x86_64
2.321-17.el8.x86_64
1.7.3-10.e18.x86_64

2019¢-1.el8.noarch
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Dashboard
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Vulnerability
Compliance
Policies

Drift

Subscription Watch

Patch

Inventory

Remediations

Documentation

Vulnerability

CVEs

v

Systems

Finda CVE...

CVEID

CVE-2019-17666

© CVE-2018-3646

CVE-2019-11487

Description

Q  Filters

Publish date

17 Oct 2019

14 Aug 2018

21 Apr 2019

Impact

U Important

U Important

U Important

CVSS base score

6.3

56

7.8

1-250f2591 ~

Systems exposed

226

226

21

fesstEDBiEE

1

Business risk

Low

High

Medium

B8

Foa

Vulnerability

VAT LE AR

of 104 >

Status

On-hold
In-review

Resolved
via
mitigation

The Linux kernel before 5.1-rc5 allows page->_refcount reference count overflow, with resultant use-after-free issues, if about 140 GiB of
RAM exists. This is related to fs/fuse/dev.c, fs/pipe.c, fs/splice.c, include/linux/mm.h, include/linux/pipe_fs_i.h, kernel/trace/trace.c,
mmy/gup.c, and mm/hugetlb.c. It can occur with FUSE requests.

CVE-2019-18634

29 Jan 2020

U Important

78

197

Not defined

Not
reviewed
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Dashboard Applicable advisories = Systems

Advisor

Y Search v  Search advisories Q 1-250f 4517 ~ >
Vulnerability
. Name Publish date | Type Applicable systems Synopsis
Compliance
Policies > RHSA-2020:0984 26 Mar 2020 0 59 Important: ipmitool security update
Security
Drift
Subscription Watch > RHSA-2020:0981 26 Mar 2020 ! ] 1 Important: ipmitool security update
Security
Patch
Inventory v RHSA- 26 Mar 2020 ! ] 8 Moderate: rh-postgresqll0-postgresql security update
2020:0980 Security
Remediations
Description

Documentation

PostgreSQL is an advanced object-relational database management system (DBMS). The following packages have been upgraded to a later upstream
version: rh-postgresqll0-postgresql (10.12). Security Fix(es): * PostgreSQL.: stack-based buffer overflow via setting a password (CVE-2019-10164) *
PostgreSQL: ALTER ... DEPENDS ON EXTENSION is missing authorization checks (CVE-2020-1720) For more details about the security issue(s),
including the impact, a CVSS score, acknowledgments, and other related information, refer to the CVE page(s) listed in the References section.

View packages and errata at access.redhat.com
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linux kernel D i 5514 %12

o Security > Kernel keychain vulnerability (CVE-2016-0728)

DETECTED ISSUE

Avulnerability in the Linux kernel rated Important was
discovered. The use-after-free flaw relates to the way the Linux
kernel's key management subsystem handles keyring object
reference counting in certain error paths of the
join_session_keyring() function. A local, unprivileged user could
use this flaw to escalate their privileges on the system. The issue

was reported as CVE-2016-07 28.

The host is vulnerable as it is running kernel-

3.10.0-229.20.1.el7.

STEPS TO RESOLVE

Red Hat recommends that you update kernel
and reboot. If you cannot reboot now, consider
applying the systemtap patch to update your

running kernel.

# yum update kernel

# reboot

-or’.

# debuginfo-install kernel
(or equivalent)

# stap -vgt -Gfix p=1
-Gtrace p=0 cve20160728e.stp

Related Knowled gebase articles: Use
after free vulnerability in Linux kernel
keychain management (CVE-2016-0728)
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€) Security > Insecure SSH ciphers =)
DETECTED ISSUE STEPS TO RESOLVE
Aninsecure SSH cipher was detected on this host and could be Red Hat recommends that you modify /etc/ssh
more susceptible to attack. /Ssshd_configto remove the listed insecure ciphers

and then restart sshd services.
The current host is configured with the following ciphers:

For more information about vulnerable ciphers and

» aesl28-cbe,blowfish-cbe,cast128-cbe,aes192-cbe,aes256- ) ) N
for assistance with these necessary modifications

cbc,hmac-md5,hmac-md5-96,hmac-shal-96 s 3
see SSH vulnerabilities: HMAC algorithms and CBC

ciphers.

e Related Knowledgebase articles: SSH
vulnerabilities: HMAC algorithms and CBC

ciphers
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A Performance > Transparent Huge Pages unsuccessfully disabled =
DETECTED ISSUE STEPS TO RESOLVE
Transparent Huge Pages (THP) is enabled even after appending The ktune service enables Transparent Huge Pages
‘transparent_hugepage=never' o the kernel command line in (THP) by default for all profiles. Red Hat recommends
/boot/grub/grub.conf file. This might cause performance issues that you create a customized tuned profile with
with services that require THP to be disabled. disabled THP or by disabling ktune and tuned
services.

0 Related Knowled gebase articles:
Disabling transparent hugepages (THP) on
Red Hat Enterprise Linux 6 is not taking

effect.
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A Performance > Interface RX CRC errors =
DETECTED ISSUE STEPS TO RESOLVE
The following NICs on this host are reporting a relatively large This problem is generally hardware related and Red
number of rx_crc_errors: Hat recommends that you check the network cable

or switch related the interface.
» Interface ethO has received 471941 packets and

encountered 7044 rx_crc_errors, an error rate of 1.5% For more information see the following Red Hat

knowledgebase article:

Why do | see rx_crc_errors in ethtool output?
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A Availability > Oracle RAC and Avahi conflict

DETECTED ISSUE STEPS TO RESOLVE

This system is running the Avahi daemon on an Oracle RAC Red Hat recommends that you disable the avahi-

cluster, which can conflict with RAC's cluster heartbeat daemon service:

mechanism, causing unnecessary fencing or lost of connectivity.

# service avahi-daemon stop
# chkconfig avahi-daemon off

0 Related Knowledgebase articles: \What
is the avahi-daemon service and can it be

disabled?
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